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Abstract: In IPv6 networks,the Internet protocol identification (IP-ID) fields,which are used to sup-
port fragmentation and reassembly of network-layer datagrams,no longer appear as fixed fields but are
instead placed in the extension header for flexible use. In recent years, researchers have exploited the
IPv6 fragmentation mechanism to induce IPv6 target hosts to generate IP-IDs and perform tasks such as
alias prefix resolution,demonstrating that the IP-ID field in IPv6 networks can still leak information and
pose certain security risks. Since existing IP-ID exploitation methods rely on simple, predictable IP-ID
types,probing whether the IP-ID types of IPv6 devices on the internet are predictable hold significant
importance for IPv6 network security and asset assessment. This paper proposes a method to detect IPv6
devices on the Internet,and classifies them into different types. Among the nearly 5 million IPv6 addres-
ses returned,41. 1% of the addresses still used predictable IP-1D, indicating that IPv6 networks are not
immune to fragment and IP-ID based attacks. There are still a considerable number of devices in IPv6
network using predictable IP-ID which are of high security risk.

Key words: IPv6 protocol;IP identification(IP-ID) field;network measurement;network security

13 1Pv4/v6 (Internet Protocol version 4/version 6) 4%
3k —A> 16 bit/32 bit FB LA offset F Bt
IP-1D (Internet Protocol IDentification) +& R, HAT DL S R 2% )2 688 ot Yy B A% iR BT

i}

« W A H9:2024-10-18; 18 B B 8 :2024-11-01
HEEUB HEK A AP (62472434)
B 5 1EE 2T (zpeai@nudt. edu. cn)
S S 110075 W1 40 K 00 1116 B R 2R DL
Address: College of Computer Science and Technology, National University of Defense Technology.Changsha 410073,
Hunan,P. R. China



1392 Computer Engineering & Science B TSGR  2025,47(8)

RE 7R 331 B s e 647 20 B, OF HLAE B AR LA 34T
FA, DGR UE [ 2 0 0 KOs BT A . A
IPv4 P 25, ) 4 £ 199 2% J2 3 1 %2 5K RFC (Re-
quest For Comments) 791" DL K J5 22 (1 55 97
PR AR = o020 CRP IR M bk L B 9 b ik F0 |2
PRSO) 1 HSCHRE 1 78 2 /D — A e R B i A= A 1 ]
WS (%) TP-1D fB . R X TP-1D #9 A= 1 J = Al i
B AL E o PRI — 2 R G A 92 BT T S 1 (B
D IP-ID AR i 7 30, 3 BOR A ik Bl 4l iy 1P-
ID {EAF7E— 7 AH SCME , DT 3 ok 15 45 B ik £ 5 itk
FRAF R, TPv4 TP-ID L — B $WF5E A T T
U E T E AR R G R R 4 e b
SEAE 55, 80 1 15 B 22 A R BRI

T IPv6 P 45 b, DA <22 4 FPE BE 55 05 0 % )&
IP-ID FBAE S —Fh ™ & Sk i i X AFAE L A 75
BB AT o R AR . T BB AR R R A%
B 5 MTU (Maximum Transmission Unit) %k
B AR A A R D 3k e R O R R AL
XL, IPv6 H IP-ID = B (1 1 B 28 328 /)
F IPv4 w1 IP-ID FBe iy, SR 1 X I AU 1Pv6
WA A DL 32 36 T TP-1D Y Moy o A [R] i [n) AR 44
fi#E ., 2013~2017 4, BEVERLY % A A H
SE7SON HD IR 4 ) E B B i ICMPv6 (Internet
Control Message Protocol version 6) # Ay Packet
Too Big 5 Rt ORI KA 51 % TPv6 Hbr £ 4L
Xof 1 N 4 SCHEAT 43 e Of B3 sE TP-1D A, I 1 itk
BLHIRT E AR 15 w5 3047 900 48 M A1 R i IR A
SV T L B RA BT U A IPv6 TP-1D %5 5
SRR IR

e 1Pv6 B I b3k gl I H K 2 8% 4R
A AT T TP-TD A 55 A FE Al 1, A SO0 1k
K1 TPv6 B £ HEAT KMBARI , 5 7EE 5T TPv6 ™)
25T B Y TP-1D AR AT o A K K e e 3 Al 19
2R 2 A WU VAL . AR SO £ BT AE R LLH 9N
PR LA

DB IR 1 — M BEAE 4R B K ) TPv6 %
F Y TP-1D Az & 2R JF B AT A A 6] TP-1D 26 Y
HEAT A R0 SR I 5

2) ¥ FI e J5 2 B T 900 2034 TPv6 M bk,
2] T K T IPv6 & & /Y IP-1D 28 AU, X 8
A IPv6 ¥ 4% 4 4 N IP-ID ff JE b 4T — 2 1y T
it o3 AT

3)H THEHE TPv6 W 45 42 42 1) J Jig o B AH L 1Y
RS AN IP-ID 43 28 45 e kA7 20 TF o % W ) 4k« he-
tps://github. com/Huangfengyuan/IP-1D/,

ARSCHERI 5 40 2 45 B Wos , RAF R 7 2011
4E RFC6274 i © 2 4 72 1 /] Random IP-1D
R AR JEAAT 9. 2 Y6 R 31,9 %6 At ik fff FH AR X AT
M A Global IP-1ID #11 Local IP-ID(£% 1P-1D 25 %!
FRARF IR L 3. 1), 38 2 X 3xX 28 TPv6 Hb hb (1) M 45
O3 AT AT 53 AT s A BEAS [] [ S 4 ] A] $5 I TP-1D 28
AU AR 22 8K B AT 3R 7206 AR SCIE XN
) #8428 48 19 52 07 AT R 58, & B Windows
Fl Solaris % 4t )5 76 FH Local 2% & 1 Global
KA,

2 HXIE

IPv4 24 i, IP-1ID A 2 [ 2 5 B AE A, B
FEBAT 43 R 5 2R I 0 A e kAT s
BUAIF 58 N 53l 3 2 R O A Rk R AR IO bR
WA Y IP-ID B JF T 45 B AE 55 . 1 7E 1Pv6
L, B #2013 4E, BEVERLY 28 A" A 421 TBT
(Too Big Trick) J7 k€55 B br kb XF 5] 5 iz SC
AT . HAr 3 8, | e k% 1 300 Byte 1 1C-
MPv6 Echo Request & 3C, I3 H.45 2 [ b ; 2R J5 &
% ICMPv6 Too Big R Ci% & MTU 24 1 280 IF H
HFREE 1 A5 v [l R e SCH A3 N 25 s BRI R %
1 300 Byte B ICMPv6 Echo Request i 3C, B A] 15
243 K 11 [l g 2%

2.1 IP-ID

2006 4F , RFC4413" 4 1Pv4 IP-1D A il 25 Al
Sy NT 325,50 Bl J& Sequential jump.Random
Sequential (2 0 3C ik . {# F Global.Random #l1
Local/per-destination %) , 3+ H #8 ! Sequential
jump(Global) g 5 3 ji i F] ) — 2 TP-1D A= i 2%
R, 2005 4R — A7 T RIA LA 38 %09 AL
i il Global Ay IP-ID 4 L5 3.

2018 4F, SALUTARI % A % 24 FF (1 4t 1k
£ 1 600 J1 A TPv4 Hohik HE A7 8800, 300 B br 5
A 24 ACETSE JF FHOAR 4 e N i SC iy TP-1D
50 H bR dik 434 5 2%, 43 5l )& Constant, Glo-
bal,Local, Random F1 Odd., 7FH 258 J7 N5 M 45
A, ik 2B A B e A Y o EE B D 3406, 1804,
3906.200 A 700, UL WY B £E B EE XU Y
Global Z& 8 iy i FI7E W /D, {H /& i ol % 42 1) Ran-
dom KRR HK IR A 7 1Pva H A3 72 H.
BEVERLY % A%t 2 J7 Z A4~ % th 4% 1Pv6 i fik
HEAT R, 45 3] (4 e 1 25 2R rh 24 40 90 M dik & Ran-
dom J&7, F W] 1Pv4 I IPv6 H 1P-1D i Fil #1453 7



W TT A KA IPv6 2% TP-1D 28 A i

1393

BRKANE. BT HEEN RS RN H R+,
PRI 75 B2 X TPv6 45 Y TP-1D 25 A1 5 47 4 R AF 1F
RETNER YN E S

2.2 IP-ID B7 A

RIS Y TP-1D Az B 5 X — E 9 KR A
G DAEAT 45 T4 45 . Horf Global IP-ID W {5
SRR XS PR R e . W s SR
Je R T oy, Bk A T LGk § B IP-1ID 4R
T 45 S s bR 32 LA SR I s R B P A S A
FHLAEE M. 0 ANTIREZ™ T 1998 4F 2 i
25 N H (Idle Scan) 593 1113 5 32X L i 05 28 1l
Global TP-ID & 7 FE #L, 8 o 48 ' =LA 1P-ID
HE AR R B bR 32 ML A 6 AL & 2% 8]
30, LAAS 0 FAR AL 1 75 T, DT % B B
s Y H A A AR LR 53, Global IP-ID
WA T H AR A oE AT R B ST 4 i
B 17 NAT (Network Address Translation) 5
WL B A G 0 0 R M hE 56 0 R A I A AT
%o R R dud s g 44 & 48 DNS (Domain
Name System) 2% {7 8t B0k, B0k H T DL & ik 5
ZEH G X IP-1D M [F ) DNS 40 B 4 3¢, 24
AR RSO EAIFIE R ST R EEN
DNS iz 2% TMifE 1IPv6 2%, 3 43 K el i 1
di T B W #E & . W BEVERLY 4 AWM F
2013 A4l 51 5 B bR EWLA L TP-ID 19 7 X
SRS H br sk 09 TP-1D {i . 3 L[5 ARE F) A H: DL ok
7 6 P 2% 0 4% A B9 T/E . MORBITZER™ 5[]
FEE L AE IPv6 M4 T 1Y Idle Scan,

BT Global IP-ID 4b, Local IP-ID 4 i 2%
[FRE B A — & B, 2014 4F, Linux 3. 16 LA K
B3 T Global IP-1ID % i ffi J| Local IP-ID.
FoAe 4 2 048 (i I TTECER K B0 iy B 19 bk 28
e Ay DLJE 3k L — A T B AT
ZHANG % N2 ) s A 6l 3 A9 AL, 4k 21 5 B
s b (5 TR] — TF 2025 0 b dik L DL A B Global
IP-ID WY& I B[R A T 4. H oz Xods
HAH 1A 1Pvd Huhk  TH8 b B D fE A — A b
Ik 54T — B bR bk & A fif 5 AR Sk 99.24% . 5
S A v Z A A% S AL 09 T 4E, i ALEXAN-
DER 4 A" F) 3% 71 1) RST (ReSeT the connec-
tion) 2 3CH Y IP-ID {5 BAHEM 2 4~ EHLZ AR A7
1t TCP(Transmission Control Protocol) % #%; FENG
25 NFE A P A b Sk HE 0 B ik S T TCP 3%
P 7515 e IN 5, 9F DL B 5 H bs s ik 11

TCP #%#2. TWifE 2021 4F, ERIC™ & o $e s iy 4
B | E 19 2 048 A2 S LS N A7 i AT E L 7R
4 GiB R/NBIAAE T TR B0 65 536 4>, LIS
1 T34~ TPvA Mkl 5 4% — At bl A= Rl 4 i) 32 24
R 14,15 %0, RRREAR 117 Bt &8 XU

ALFEH AR F Global A1 Local Z8#1, — H 1P-
ID J3 51 3R 9L FUARE I FE A AT RERE R . BEV-
ERLY % AW 38 ok J& 300 o 246 000 8% #h 2% 1Pv6 b
hk I H AR L IP-1D J3 31 A8 16 8 91 % #e i B A5 #%
FH 2% 1 1E B s AT I ], O AR 4 45 310 04 8% F 25 o
755 00 5k 43 Bt H XF & B 16 & 48 AS (Autonomous
System) 52 ,

3 BEMEHEFZE

J T HER SR H AR Mk TP-1D 2858, AR
FEXTANF Y IP-1D 3 5 AR 4 347 43 07 - 4% A 7] 1P-
ID FH AT B4 4 Fh, Hok, i T IPve %
AT TIP-1D, AT X AS 8] 14 51 5 05 2tk 47 % He
JEHBERE T — /> m a5 & B br b ak 5 B o7 =L
B A S AR TR T — R Oy i LR LA
[F] IP-1D 2 R 47 X 43 1) IP-1D J 814 I HL 48
PSR SR AT R 2R
3.1 IP-ID #%

SCHRL19] % TPv4 [ 25 B 45 0 45 S5 43 25 4
LA SR TPv6 B4 TP-1D 47 M 2673 1A 1
JoRiy 4 28, H 4 ABUREMGERTE EHL AB K
AR B A5 b 4k 015 50T 7RI R A5 31 4 R D
iSRG, E 1 R RLE SR B IP-1D 1528
A AR RAAE 43 32

D Global : B & % T A H Y 1 bk 4k 47 41 7] 1
B BER— A THECES G I 1S iR R E
HEEHL AB Y IP-ID JFHIE S B K, Bk E -
FE B T

2) Local . iZ M bk X F A A # 32 s A 7] H Y 4
ORI B B A — A TR B L B )
EARE, WL EN AB B IP-ID J¢ 5 {8 45 5 14
K B oL B ARG,

3)Random . fiff I i 1L $i A= & #5% 2 i 1P-1D, 3
H IP-ID (E LA AT 9 . HAL R i E 2 A,

A Odd : # DBUE B L IP-ID 9 8 5L 45— X
3R Odd 258, B/ 1d s e Hoh —Fb .
BUFEAS 6] B[] Be X o A B Y a4 30 K (6] 31 %%
PR BN 2RSS, ]
i 52 37 X B B bug B R BB LT 3 BUR
BREN I .



1394

Computer Engineering & Science

HEHIL TSRS 2025,47(8)

IP-ID{H

A Host A + A Host A +
800 800
+
+
+
E 600 s 600} +
5 5
1 0 A

= +A =] A

400 A 400

+
. A
+ A
A A
200p  ,* 200 4
+
A A
0 5 10 15 0 5 10 15
JF55 JF5 %
a Global b Local
Figure 1

B 1
3.2 BR4KRIE
IPv6 28 A S 455 it 19 a5 % B0 40 e 32647 43 v s
A 1k v ] B R A 0 43 AT Ry . B R v ) B e A
TG AT S & B B B AN i R 2 R 4 i oK
/N iZ B R A 2 k% — 4 ICMPv6 Too Big 11 &,
G AR B9 MTU K/ I & 2% 45 3 S0 R
HE . PR U F] ICMPv6 Too Big B 5.4
BT MTU K/, SR 5 B )2 DS B 53 B 5K
Pt P KNS 4 2 BE R AT A R
i A A M LA _E LR AT LA % B8 AN ) R
KT RES T H An b ik A7 8 S0 B W E A
it K ICMPv6 Request 4% 3C; 5% 4 BEVER-
LY % AV A TBT Fik. HE.h T%R4e%
W FN R 48 L 5F R, 33 K ICMPv6 Echo #f 3¢
5 ICMPv6 Fi R4 SCAH A BE R 2 0T b 08, 2 3
ANF 5 A5 2 B bR Hhk5r B s A, T
ISR A 51 5 7 X 3, AR SCHC GASSER %
NPEXE TPv6 ik A T 4 0 25 SR Y 20 U5 A i dik
AT B EG, 51 B O R AR I 25 Rk 1 R,
Hi MTU=x fRFE LXK E MTU K« 1y 1C-
MPv6 Too Big )t s Pkt Size =y 83 &% K /)
Hy 1) ICMPv6 Request g 3¢, wJ LLE #| TBT J5
IRBENE 5| 5 A £ A ik X R R SCHEAT Y B, R Ak

LIAFIB AR I35 7]

A Host A +
N
300 A 800
. 600
600 *oas +A t:E
A &
400 a A 400
+
* + +A N
A A
200 200 +
4 A Host A
0 5 10 15 0 5 10 15
J¥55 J¥5 5
¢ Random d Odd

Examples of IP-ID behavior
IP-ID 17 %3 7R 65

F AR FR B B Fp Hb kR 05 1P-1D ¥ %)t & F

AT .
Table 1 Probing results of different inducing methods
x1 AESNESEFAXFRMRMNE
%
VIR WA N H AR R W R TG
TBT J5ik 27.4 36.3 36.2
MTU=1 100, Pkt _Size=1 200 3.0 62.7 34.3
B %K Pkt Size=1 300 3.5 62.0 34.3
BB L% Pht_Size=1 600 3.0 3.0 94.0
3.3 RMEHETE

LAAFHB A PR 53 BT E AR X
£ FLICMPv6 Too Bigk 3C

T 3RECH FRHHE R TP-ID JF 31, 3 H X A [H
1y IP-1ID 47 Ry 47 X A3 A SC T 1 —Ff 32 2l 48
Tk A 2 A EHL A R B AR H BRY
MR ETREN T A H B A PR R S, DR
e 2 frs,

515 0 24 BRI AL A DAL L HE F Dy
R E L B A ik A U b bk S B X ik —
1 300 Byte (1) ICMPv6 i 3K , 5 2 AH 7 i) 0] 5 42 3C
552 5 A0 2b BRI ML A LUAS HL ik A0 ph i A
FHL B A ik S I8 k530 e X ik —> ICMPv6
Too Big § &8, Hirp i MTU =1 280, H#H 7
AN 1 A e m] R R SO B . N E R SCR N

HFRXZIRICMPY6I R — —

J%Miﬂm ICMPVOIIRE  FERMBAEY e FHA
5
o
ow
| 1]
LB AR

b

PAAFHB AR ik 53731 /)
Eﬁx?’inﬁchPvmﬁT
g p—
kT X S LA N2ANICMPv6 [a] ) E*Tf@illix
,t@@
\b
W

HRMEHLB

Figure 2 Probing method for acquiring IP-ID sequence
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